PRESS RELEASE:

Mekong Center Launches SCAMCHECK AI — Intelligent
Scam Detection for Everyone

PHNOM PENH, [December 06, 2025] — The Mekong Center for Data
Protection (MCDP) today announced the launch of SCAMCHECK Al , an
intelligent, web-based tool designed to combat the rising tide of online scams
and fraud across Cambodia and Southeast Asia.

SCAMCHECK Al provides instant scam detection to help everyday users
protect themselves from online fraud.

Addressing a Critical Regional Problem

The launch of SCAMCHECK Al comes as online scams pose a significant
threat, with Cambodians alone losing an estimated $40 million to online fraud
in the first half of 2024. Victims of these scams—including job scams,
investment scams, and phishing messages—suffer significant financial losses
and psychological distress.

SCAMCHECK Al directly addresses this critical issue as part of the Mekong
Center for Data Protection's goals to:

« Reduce online scams and frauds in Cambodia and the region.
« Build national and regional awareness of digital literacy.
o Promote a safer digital ecosystem.

How SCAMCHECK AI Works

SCAMCHECK Al is a simple, mobile-friendly application that leverages
Artificial Intelligence to analyze suspicious content. Users can input text,
photos, or URLs into the tool for immediate analysis.

The Al's analysis is based on multiple techniques, including:

« Linguistic & Behavioral Forensics: Detecting urgency, coercion
patterns, and dialect mismatches.

o Computer Vision & OCR: Extracting text from images and detecting
visual anomalies like forged logos.

o Heuristic Analysis & Reputation Cross-Referencing: Checking against
scam databases for homograph attacks and assessing domain authority.



The tool then provides a clear output:

« A Risk Level (High Risk, Suspicious, or Low Risk).

« Action Guidance (e.g., "Do not click on the link," "Do not send
money").

o An Explanation in plain language.

The application is initially available in Khmer and English, with plans for more
languages in the future. Crucially, the MCDP assures users that all information
provided for analysis will not be collected or stored.

Who Can Benefit
SCAMCHECK Al is designed for everyone:

o General public

o Online shoppers

« Job seekers

o Company staff and government employees

o Schools and NGOs providing digital safety training

Future Vision

Over the next six months, the MCDP plans to launch a Telegram group for
crowdsourcing scam reports and building an automatic complaint tool to help
victims report scams to authorities. Within 12-24 months, the tool is slated for
expansion with multiple language support and a launch in neighboring
countries.

SCAMCHECK Al is now available to the public at www.scamcheck.online.

About the Mekong Center for Data Protection: MCDP is a regional NGO
focusing on research, policy and capacity building on data protection, privacy,
and responsible data governance. We provide tools and resources to empower
our partners to adopt the best data protection practices and comply with national
and international regulations.

Contact:

e Website: www.mekongdataprotection.org
e Email: hello@mekongdataprotection.org
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