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PRESS RELEASE:  

Mekong Center Launches SCAMCHECK AI – Intelligent 
Scam Detection for Everyone 

 

PHNOM PENH, [December 06, 2025] – The Mekong Center for Data 
Protection (MCDP) today announced the launch of SCAMCHECK AI , an 
intelligent, web-based tool designed to combat the rising tide of online scams 
and fraud across Cambodia and Southeast Asia. 

SCAMCHECK AI provides instant scam detection to help everyday users 
protect themselves from online fraud. 

Addressing a Critical Regional Problem 

The launch of SCAMCHECK AI comes as online scams pose a significant 
threat, with Cambodians alone losing an estimated $40 million to online fraud 
in the first half of 2024. Victims of these scams—including job scams, 
investment scams, and phishing messages—suffer significant financial losses 
and psychological distress. 

SCAMCHECK AI directly addresses this critical issue as part of the Mekong 
Center for Data Protection's goals to: 

• Reduce online scams and frauds in Cambodia and the region. 
• Build national and regional awareness of digital literacy. 
• Promote a safer digital ecosystem. 

How SCAMCHECK AI Works 

SCAMCHECK AI is a simple, mobile-friendly application that leverages 
Artificial Intelligence to analyze suspicious content. Users can input text, 
photos, or URLs into the tool for immediate analysis. 

The AI's analysis is based on multiple techniques, including: 

• Linguistic & Behavioral Forensics: Detecting urgency, coercion 
patterns, and dialect mismatches. 

• Computer Vision & OCR: Extracting text from images and detecting 
visual anomalies like forged logos. 

• Heuristic Analysis & Reputation Cross-Referencing: Checking against 
scam databases for homograph attacks and assessing domain authority. 
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The tool then provides a clear output: 

• A Risk Level (High Risk, Suspicious, or Low Risk). 
• Action Guidance (e.g., "Do not click on the link," "Do not send 

money"). 
• An Explanation in plain language. 

The application is initially available in Khmer and English, with plans for more 
languages in the future. Crucially, the MCDP assures users that all information 
provided for analysis will not be collected or stored. 

Who Can Benefit 

SCAMCHECK AI is designed for everyone: 

• General public  
• Online shoppers  
• Job seekers  
• Company staff and government employees  
• Schools and NGOs providing digital safety training  

Future Vision 

Over the next six months, the MCDP plans to launch a Telegram group for 
crowdsourcing scam reports and building an automatic complaint tool to help 
victims report scams to authorities. Within 12-24 months, the tool is slated for 
expansion with multiple language support and a launch in neighboring 
countries. 

SCAMCHECK AI is now available to the public at www.scamcheck.online. 

About the Mekong Center for Data Protection: MCDP is a regional NGO 
focusing on research, policy and capacity building on data protection, privacy, 
and responsible data governance. We provide tools and resources to empower 
our partners to adopt the best data protection practices and comply with national 
and international regulations. 

Contact:  

• Website: www.mekongdataprotection.org   
• Email: hello@mekongdataprotection.org   

 

 

http://www.scamcheck.online/
http://www.mekongdataprotection.org/
mailto:hello@mekongdataprotection.org
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េសចកតីរបកសព័ត៌មន៖ 

មជឈមណឌ លេមគងគដក់ឱយដំេណីរករ SCAMCHECK AI – បេចចកវទិយ AI ឆល តៃវ

សរមប់រវរកករឆេបកសរមប់មនុសសរគប់គន  

ភនំេពញ, [ៃថងទី ០៦ ែខធនូ ឆន  ំ២០២៥] – មជឈមណឌ លេមគងគសរមប់កិចចករពរទិននន័យ (Mekong 
Center for Data Protection – MCDP) បនរបកសដក់ឱយដំេណីរករ SCAMCHECK AI ែដល
ជឧបករណ៍ AI ឆល តៃវ ែដលរតូវបនបេងកីតេឡងីេដីមបរីបយុទធរបឆងំនឹងករេកីនេឡងីៃនករឆេបក 

និងករែកលងបនលំតមអីុនធឺណិតទូទងំរបេទសកមពុជ និងអសីុអេគនយ ៍។ 

SCAMCHECK AI ផតល់ជូនករវភិគរកករឆេបកភល មៗ េដីមបជួីយអនកេរបីរបស់ទូេទករពរខលួនពី

ករែកលងបនលំតមអីុនធឺណិត ។ 

េដះរសយបញហ តំបន់ដ៏សំខន់ 

ករដក់ឱយដំេណីរករ SCAMCHECK AI េកីតេឡងីរសបេពលែដលករឆេបកតមអីុនធឺណិតបងកជ
ករគំរមកំែហងយ៉ងធងន់ធងរកនុងតំបន់អសីុអេគនយ ៍។ កនុងឆមសទី ១ ឆន  ំ២០២៤ របជជនកមពុជ
បនបត់បង់ទឹករបក់របម៉ន ៤០ លនដុលល រ េដយសរករឆេបកតមអីុនធឺណិត ែដលរមួមន 

ករឆេបកករងរ ករឆេបកវនិិេយគ និងសរេបករបស់េផសងេទៀត ។ ជនរងេរគះៃនករឆេបក
ទងំេនះមិនរតឹមែតទទួលរងនូវករខតបង់ែផនកហរិញញវតថុបុ៉េណណ ះេទ ែថមទងំប៉ះពល់ដល់សុខភព

ផលូវចិតតយ៉ងធងន់ធងរ ។ 

SCAMCHECK AI មនេគលេដជួយេដះរសយបញហ សំខន់េនះនិងមនេគលបំណង: 

• កត់បនថយករឆេបក និងករែកលងបនលំតមអីុនធឺណិតេនកមពុជ និងកនុងតំបន់  
• កសងករយល់ដឹងថន ក់ជតិ និងតំបន់អំពីអកខរកមមឌីជីថល  

• េលីកកមពស់របព័នធេអកូឡូសីុឌីជីថលែដលកន់ែតមនសុវតថិភព  

រេបៀបែដល SCAMCHECK AI ដំេណីរករ 

SCAMCHECK AI គឺជកមមវធីិងយរសួលេរបីេលីទូរសពទ ែដលេរបីរបស់បេចចកវទិយបញញ សិបបនិមមិត 
(AI) េដីមបវីភិគខលឹមសរែដលគួរឱយសងសយ័ ។ អនកេរបីរបស់អចបញចូ លអតថបទ រូបថត ឬតំណភជ ប់ 

(URL) េទកនុងឧបករណ៍េនះសរមប់ករវភិគភល មៗ ។ 
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ករវភិគរបស់ AI គឺែផអកេលីបេចចកេទសជេរចីន រមួមន: 

• ករវភិគេកសលយវចិច័យភស និងអកបបកិរយិ (Linguistic & Behavioral 

Forensics): 
• ចកខុវស័ិយកំុពយូទ័រ និងករសមគ ល់តួអកសរអុបទិក (Computer Vision & OCR):  
• ករវភិគ Heuristic និងករេផទៀងផទ ត់េករ ត �េឈម ះ (Heuristic Analysis & Reputation 

Cross-Referencing): 

បនទ ប់មក ឧបករណ៍េនះផតល់លទធផលចបស់លស់៖ 

• ករមិតហនិភ័យ (Risk Level): ហនិភ័យខពស់ (High Risk), គួរឱយសងសយ័ 
(Suspicious), ឬហនិភ័យទប (Low Risk)  

• ករែណន ំ(Action Guidance): (ឧទហរណ៍ "កំុចុចេលីតំណភជ ប់," "កំុេផញីរបក់")  

• ករពនយល់ េដយេរបីរភសសមញញ  

បចចុបបនន កមមវធីិេនះអចេរបីបនជភសែខមរ និងអង់េគលស។ មជឈមណឌ លេមគងគក៏មនែផនកររមួ
បញចូ លភសជេរចីនេទៀតេនេពលអនគត ។ មជឈមណឌ លបនធនចំេពះអនកេរបីរបស់ថ 

ព័ត៌មនទងំអស់ែដលផតល់សរមប់ករវភិគ នឹងមិនរតូវបនរបមូល ឬរកសទុកេឡយី ។ 

អនកណខលះអចទទួលបនអតថរបេយជន៍ 

SCAMCHECK AI រតូវបនបេងកីតេឡងីសរមប់មនុសសរគប់គន ៖ 

• សធរណជនទូេទ  
• អនកទិញទំនិញតមអីុនធឺណិត  
• អនកែសវងរកករងរ  
• បុគគលិករកុមហុ៊ន និងមរនតីរជករ  

• សលេរៀន និងអងគករេរករដឋ ភិបលែដលផតល់ករបណតុ ះបណត លសុវតថិភពឌីជីថល  

ចកខុវសិ័យអនគត 

កនុងរយៈេពលរបមួំយែខខងមុខ MCDP េរគងនឹងបេងកីតរកុម Telegram េដីមបរីបមូលរបយករណ៍
ឆេបកពីមហជន និងបេងកីតឧបករណ៍ដក់ពកយបណតឹ ងេដយសវ័យរបវតតិេដីមបជួីយជនរងេរគះរយ
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ករណ៍ករឆេបកេទអជញ ធរ ។ កនុងរយៈេពល ១២-២៤ ែខ ឧបករណ៍េនះនិងរតូវបនេរគងដក់ឱយ

ដំេណីរករេនកនុងរបេទសជិតខងផងែដរ ។ 

សធរណជនអចេរបីរបស់ SCAMCHECK AI េនេគហទំព័រ www.scamcheck.online ។ 

អំពីមជឈមណឌ លេមគងគសរមប់កិចចករពរទិននន័យ (MCDP): MCDP គឺជមជឈមណឌ លកនុងតំបន់

សរមប់កររសវរជវ េគលនេយបយ និងករពរងឹងសមតថភពេលីកិចចករពរទិននន័យ ឯកជនភព 
និងអភិបលកិចចទិននន័យរបកបេដយករទទួលខុសរតូវ។ េយងីផតល់ករកសងសមតថភព ឧបករណ៍
ឌីជីថល និងចំេណះដឹង េដីមបឱីយរកុមហុ៊ន និងសថ ប័នែដលជៃដគូរ អនុវតតកិចចករពរទិននន័យលអបំផុត 

និងអនុេលមតមបទបបញញតតិជតិ និងអនតរជតិ។ 

ទំនក់ទំនង: 

• Website: www.mekongdataprotection.org   
• Email: hello@mekongdataprotection.org   

 

http://www.mekongdataprotection.org/
mailto:hello@mekongdataprotection.org

